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NO.1 Which of the following documents contains the threats to the information management, and
the security services and controls required to counter those threats

A. System Security Context

B. Information Protection Policy (IPP)

C. CONOPS

D. IMM

Answer: B

NO.2 Which of the following characteristics are described by the DIAP Information Readiness
Assessment function Each correct answer represents a complete solution. Choose all that apply.
A. It performs vulnerability threat analysis assessment.

B. It provides for entry and storage of individual system data.

C. It provides data needed to accurately assess IA readiness.

D. It identifies and generates IA requirements.

Answer: A,C,.D

NO.3 There are seven risk responses for any project. Which one of the following is a valid risk
response for a negative risk event

A. Acceptance

B. Enhance

C. Share

D. Exploit

Answer: A

NO.4 Which of the following processes provides a standard set of activities, general tasks, and a
management structure to certify and accredit systems, which maintain the information assurance
and the security posture of a system or site

A. ASSET

B. NSA-IAM

C. NIACAP

D. DITSCAP

Answer: C

NO.5 Which of the following DITSCAPNIACAP model phases is used to confirm that the evolving
system development and integration complies with the agreements between role players
documented in the first phase

A. Verification

B. Validation

C. Post accreditation

D. Definition

Answer: A

NO.6 Which of the following Security Control Assessment Tasks evaluates the operational, technical,
and the management security controls of the information system using the techniques and measures
selected or developed

A. Security Control Assessment Task 3

B. Security Control Assessment Task 1
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C. Security Control Assessment Task 4
D. Security Control Assessment Task 2
Answer: A

NO.7 Which of the following Security Control Assessment Tasks gathers the documentation and
supporting materials essential for the assessment of the security controls in the information system
A. Security Control Assessment Task 4

B. Security Control Assessment Task 3

C. Security Control Assessment Task 1

D. Security Control Assessment Task 2

Answer: C

NO.8 Which of the following organizations incorporates building secure audio and video
communications equipment, making tamper protection products, and providing trusted
microelectronics solutions

A.DTIC

B. NSA IAD

C. DIAP

D. DARPA

Answer: B

NO.9 Which of the following terms describes the security of an information system against
unauthorized access to or modification of information, whether in storage, processing, or transit, and
against the denial of service to authorized users or the provision of service to unauthorized users

A. Information Assurance (IA)

B. Information Systems Security Engineering (ISSE)

C. Information Protection Policy (IPP)

D. Information systems security (InfoSec)

Answer: D

NO.10 In which of the following phases of the interconnection life cycle as defined by NIST SP 800-47,
do the organizations build and execute a plan for establishing the interconnection, including
executing or configuring appropriate security controls

A. Establishing the interconnection

B. Planning the interconnection

C. Disconnecting the interconnection

D. Maintaining the interconnection

Answer: A

NO.11 You work as a systems engineer for BlueWell Inc. You want to communicate the quantitative
and qualitative system characteristics to all stakeholders. Which of the following documents will you
use to achieve the above task

A. IMM

B. CONOPS

C.IPP

D. System Security Context

Answer: B
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NO.12 You work as a security manager for BlueWell Inc. You are going through the NIST SP 800-37
C&A methodology, which is based on four well defined phases. In which of the following phases of
NIST SP 800-37 C&A methodology does the security categorization occur

A. Continuous Monitoring

B. Initiation

C. Security Certification

D. Security Accreditation

Answer: B

NO.13 Which of the following types of cryptography defined by FIPS 185 describes a cryptographic
algorithm or a tool accepted as a Federal Information Processing Standard

A. Type lll (E) cryptography

B. Type Il cryptography

C. Type | cryptography

D. Type Il cryptography

Answer: B

NO.14 Which of the following categories of system specification describes the technical requirements
that cover a service, which is performed on a component of the system

A. Product specification

B. Process specification

C. Material specification

D. Development specification

Answer: B

NO.15 You work as a system engineer for BlueWell Inc. You want to verify that the build meets its
data requirements, and correctly generates each expected display and report. Which of the following
tests will help you to perform the above task

A. Functional test

B. Reliability test

C. Performance test

D. Regression test

Answer: A

NO.16 Which of the following individuals reviews and approves project deliverables from a QA
perspective

A. Information systems security engineer

B. System owner

C. Quality assurance manager

D. Project manager

Answer: C
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